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5 Threats to Watch for in 2015

• Malicious Messages that really look like 
the real thing

• Ransomware moves onto your phone
• Point of Sale Attacks
• Targeting the One Percent
• Espionageware and cyberwar
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ATTEMPTS TO GET FUNDS FROM 
ESCROW

Today’s Theme
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Today’s Themes

• Fraudulent Disbursement Instructions
– Forged Instructions from a Party
– Forged Instructions to a Party (Buyer)
– M.O.: 

• Monitoring E-Mail

• Fake Buyers
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FRAUDULENT DISBURSEMENT 
INSTRUCTIONS

Presentation Title
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Fraudulent Instructions

• Impersonating Party in Escrow?
• Signing Outside of Escrow and forged 

written instructions?
• NO!

– E-MAIL
– Most commonly last second “change”

• Look for slight variations in the address

• Even then: DON’T TRUST E-MAIL
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E-MAIL INSTRUCTIONS

• VERIFY
• VERIFY 
• VERIFY
• Use Old Fashioned Technology

–Phone
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E-MAIL INSTRUCTIONS

• Numerous Instances of Changed 
Wire Instructions

• Lost Check
– Request to Wire

• Not Just the Seller
– Case of a Private Party Lender
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E-MAIL INSTRUCTIONS

• Forged Instructions from Escrow
• From: "Escrow-Officer, Suzy" <SEscrowofficer@firstam.com>

To: Realtorvictim@yahoo.com
Sent: Friday, December 12, 2014 11:39 AM
Subject: Re: 731 NW Willamina Drive (Email Ref=969390257)

• Barb, 
I have just been informed by our accountant that we cannot receive wire in an amount below $100,000 with our 
title bank account. please disregard the previous wiring instructions and ensure that the funds is wired to the 
attached susidiary wiring instructions immediately for Monday's closing.

• Email me if you have any questions.

• Thank you.

• Suzy Escrow-Officer
• Escrow Officer
• Escrow Branch Address, Portland | OR | 97232
• Office: 503.239.XXXX |

Fax: 866.734.XXXX
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M.O. To Fake E-Mail Schemes

• Hack into E-Mail Accounts
• Monitor E-mail Exchanges

– Discover: 
• Parties
• Property
• Sales Price
• Closing Date
• File Numbers
• Parties’ E-Mail Formats
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Beware of Phishing Schemes

• Downloading Virus to Monitor your E-mail
• Example
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“Foreign Buyers”
Red Flags for Looking 

a Gift Horse in the Mouth
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Staying Attuned to Red Flags

• Story shows the necessity of staying 
attuned to Red Flags

• And when they appear, of investigating 
further
– Asking Questions

• Of the Parties
• Of the Realtors
• Internally
• Going for help
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Transaction “1”

• Order Placed, Early November
• Cash Purchase
• On the surface, the parties purchase and 

sale agreement was pretty normal
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Transaction “1”
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Any Red Flags?

• Realtor had previously contacted escrow
– Wanted to open a “Holding Escrow”

• Realtor had heard stories about “foreign 
buyers” & scams

• What’s an escrow officer to do?
– Checked in FAST for other orders for this 

buyer
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Transaction “2”
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Transaction “2”
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What to Do?

• Call Underwriting Counsel
• Options:

– Chinese money being invested in high end 
West Coast Residential Property?

– Foreign Buyer Scam?
• Solution: “Good Funds” Requirements

– Told Buyer not to send a Check
– Require wired funds
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Two Days Later 

• Both Escrow Offices Received Identical 
Letters/Checks in the Mail
– Transmittal Cover Letters
– Checks Drawn on a Canadian Bank
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The Transmittal
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The Checks
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The Check
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The Transmittal- Details
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The Transmittal- Details
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The Envelope
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The Transmittal- Details
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Financier.com
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Financier.com
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Phone Number



©2012 First American Financial Corporation and/or its affiliates. All rights reserved. T NYSE: FAF

Phone Number
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Red Flags

• Checks
– Buyer in Shanghai & Toronto Bank?
– Xui Ying & “Metal Koting”?
– Checks for Identical Amounts?
– Canadian Bank but in US Funds?

• Transmittal
– No return Address?
– G-mail Account?
– Miami Phone Number?



©2012 First American Financial Corporation and/or its affiliates. All rights reserved. T NYSE: FAF

What about the Buyer?
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Who still wants to do the Deal
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